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Figure 1: Power consumption for two firmware versions illustrating the impact of firmware change
on the consumption pattern. 2/5
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Case Study: Networking Devices

• Four devices
• Attacks: firmware replacement, firmware downgrade.
• 500 bootups sequences per device per attack.1

• BPV trained with ten training samples.

1dataset publicly available, see the paper.
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Case Study: Networking Devices

• Four devices
• Attacks: firmware replacement, firmware downgrade.
• 500 bootups sequences per device per attack.1

• BPV trained with ten training samples.

Machine Detection F1 Score Overall F1 Score

TP-Link switch 0.866

0.942
HP switch 0.983
Asus router 1
Linksys router 0.921

Table 1: Results of detection.

1dataset publicly available, see the paper.
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Future Work

• Expand results to other types of machines.
• Improve anomaly detector to make it less susceptible to outlier in training data.
• Explore more sophisticated attacks.

Thank you for your attention.
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